
Sharefile – business continuity  
 and disaster recovery guide  
for SMBs
Disaster recovery should be part of every 
business continuity plan



A guide to business continuity and 
disaster recovery  for small and 
medium businesses (SMBs)

What happens when events out of our control 
prevent us from accessing the  tools we need to 
work? How do we protect confidential business 
information when storing it in the cloud?

Business continuity and   
disaster recovery 
IT Disaster Recovery and Business Continuity are 
similar in objectives but  are far from the same 
thing. When either is referred to during this guide, 
we mean the following:

Business continuity:

This is a business-wide review and implementation 
plan that ensures the continuation of critical 
business functions in the event of a disruption.

IT disaster recovery:

Contained within a Business Continuity plan, the IT 
Disaster Recovery policy maintains and recovers a 
business’s hardware, applications, and data when 
their information technology stops working.

For the purpose of this guide, we’ll be focused on 
the IT Disaster Recovery Plan, but consider it as 
part of your entire business continuity policy.
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Why you need a Disaster Recovery Plan
Technology offers many business benefits, but when it breaks it can have serious 
repercussions for those of us who are heavily reliant on tech for normal operations.

Depending on the type of disruption,  
the repercussions can cover many areas:

• Employees unable to communicate with each other

• Employees unable to access their files

• Employees unable to gain access to the company office

• Inability for customers to access your website

• Inability of customers to communicate with you

• Inability for you to communicate with your customers

• Total loss of company or customer data

These can lead to a reduction in employee productivity, the ability for customers to 
buy/use your product or service, or the level of trust your customers have in you. 
Ultimately, these will all lead to a revenue hit for your company.

“It is important for 
businesses to understand 
that no matter how small 
they are and how much 
they do to protect their 
assets; a disaster is 
inevitable at some point. 
When that time comes, 
you want to be well 
equipped to minimize 
fallout and return things 
to normal as quick as 
possible.”

Darren Gallop 
Securicy
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Most Disaster Recovery Plans are either  
non-existent or out-of-date

What’s encouraging is the level of awareness 
SMBs have with regards to a Disaster Recovery 
Plan (DRP).

We surveyed 500 small and medium-sized 
business IT decision makers, and spoke to 
many IT experts, to get their thoughts on the 
importance of an effective IT Disaster Recovery 
Plan (DRP).

In our survey, 96% said they consider their  
IT Disaster Recovery policy to be a priority 
for their business over the coming year. Given 
just one in five businesses said they didn’t 
have a policy in place, SMBs are beginning to 
understand how relevant the subject is.

Which of the following most accurately describes your 
company’s IT disaster recovery policy?
We have an IT disaster recovery policy and we feel 
it is up to date and covers our requirements

We have an IT disaster recovery policy but it needs 
updating and/or doesn’t cover our requirements

Our IT disaster recovery policy has been used in 
the last 12 months

We do not have an IT disaster recovery policy, but 
plan to introduce one

Our IT disaster recovery policy has been used but 
over 12 months ago

Our IT disaster recovery policy has never been 
used despite having one

We do not have an IT disaster recovery policy, and 
don’t plan introduce one

22%

20%

16%

15%

11%

9%

6%
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The Cost of NOT having a Disaster Recovery 
Strategy

Disaster recovery plans are put in  
place to guard against a number of  
potential catastrophes:

• Cyber Attack

• Office fire/physical damage to  
company property

• Server failure

• Physical loss of data

• Failure of software tools

“Companies that do not 
have disaster recovery 
or business continuity 
plans have an increased 
risk of loss of revenue, 
customers, data, and 
trust. All of which can be 
crippling to companies. 
Risk management is 
key, and all companies 
should have plans in 
place to avert disasters or 
interruption to business 
and service functions.”

Ray McKenzie, Founder 
Red Beach Advisors
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Have a plan in place that keeps downtime to an 
absolute minimum

Our survey showed that just 3% of businesses 
said they do not experience any downtime on 
a yearly basis. On average, our SMBs said they 
experience nearly 62 hours of downtime each 
year. Reflecting on this potential cost, you can 
begin to gauge how important it is for small 
businesses to remain operational.

How many hours downtime does your company suffer 
from each year?

0

1-50 hours

51-100 hours

101-150 hours

151-200 hours

More than 200 hours

3%

Mean Average

61.6 hours

48%

27%

13%

4%

1%
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Our research suggests downtime costs SMBs 
an average of $77,989 every single year. Small 
businesses must have a plan in place that 
keeps downtime to an absolute minimum.

How much does downtime cost your 
company annually?

$1-$10,000

$10,001-$50,000

$50,001-$100,000

$100,001-$150,000

$150,001-$200,000

More than $200,000

15%

Mean Average

$77,989

25%

27%

19%

9%

4%
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Have a plan in place that keeps downtime to an 
absolute minimum

And that’s only one potential pitfall of IT 
Disaster Recovery. Cyber security is becoming 
increasingly more relevant to small and medium 
sized businesses.

Moreover, hackers and malicious actors looking 
to access sensitive data for fraudulent means 
are targeting smaller businesses. While the 
rewards may not be as significant, the apparent 
low levels of security lead to a potentially 
greater chance of their efforts succeeding.

In 2018, IBM estimated the cost of just 
one stolen record containing sensitive and 
confidential information to be $148 – a figure 
that is rising every year. If your company  
holds tens or even hundreds of thousands of 
names, addresses, and other information about  
its customers, the cost of a breach can  
quickly escalate.

We asked our respondents how much a variety 
of threats and potential pitfalls had cost their 
companies over the last five years.

Depending on the location and practices of 
your business, these disasters can vary in their 
impact. Nearly one in three (29%) SMBs said 
server failures had cost their business more 
than $50,000 over the last five years. Similarly, 
the physical loss of data (25%), natural disaster 
(24%), and cyber-attack (24%) are all significant 
threats to every business’s bottom line.

When designing your IT Disaster Recovery Plan, 
each of the above needs to be acutely and 
thoroughly addressed.

Nearly one in three 
SMBs said server 
failures had cost 
their business  
more than 

50,000 
over the last five 
years.

How much have these IT disasters cost your 
business over the last 5 years?

$50’000

Cyber attack

Office fire

Server failure

Natural disaster

Physical loss of data storage

$37,900

$27,900

$44,100

$35,600

$35,900
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What do we need to protect

To establish what you need to include in your 
Disaster Recovery Plan, you first need to ask 
yourself: “What applications and data are 
mission critical for our business to function  
and succeed?”

Create a list of everything that falls under this 
category — this is everything you’ll be looking 
to protect within your DRP. For most companies, 
it will likely contain most of the following:

• Email (or any communications system)

• IT infrastructure and systems management

• Web serving and internet content/video

• Business intelligence/analytics applications

• Collaborative content applications

• CRM/front-office applications

• Mobile/social applications

• Transaction processing applications

Once you’ve drawn up this list, there are several 
things to consider for each component:

Threats and Vulnerabilities
Carry out a risk assessment of each application 
and tool. Within this, consider there are 

Building a Disaster Recovery Plan

respective threats and vulnerabilities.  
Ask what could bring it down, and what steps 
are needed to ensure it’s back operational as 
quickly as possible?

Recovery Time Objective (RTO)

An RTO is the maximum tolerable length  
of time that a piece of your technology  
can be disrupted.

Measured in seconds, minutes, hours or days, 
the RTO of a given computer, system, network 
or application is dependent on how much 
revenue your company will lose out on if that 
piece of tech were to fail.

Depending on its importance, your RTOs may 
vary significantly. For example, a web server 
keeping an online retailers’ website live is 
imperative to maintaining revenue, resulting 
in a low RTO. A high RTO example might be 
a broken laptop. Laptops and computers can 
be replaced immediately (if the company has 
enough tech) with a backup, and the damage 
of one breaking down is likely to be limited, 
leaving the RTO of the broken device to be in 
days rather than hours or minutes.

To establish what 
you need to include 
in your Disaster 
Recovery Plan, you 
first need to ask 
yourself: “What 
applications and 
data are mission 
critical for our 
business to function 
and succeed?”
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Recovery Point Objective (RPO)

Related to the RTO is the RPO (you can read 
more on the differences here). This is a period 
of time that files must be recovered from 
a backup in order for normal operations to 
resume. For example, if your network fails, how 
far back can your last backup have been made 
to incur the least amount of disruption?

Once you’ve deciphered this, combine it with 
your RTO figure. This allows you to prioritize, 
allocate resources, create benchmarks and 
choose the right tools and procedures to 
ensure you never exceed your RTO and/or RPO.

What to Include in your plan

When it comes to finally putting your findings 
and considerations into a plan, it’s better to 
break it down into relevant sub-categories.

Goals of the plan

As a means of setting out what your plan hopes 
to achieve, create a series of goals that allows 
your business to get up to speed with the 
purpose and intent of an IT Disaster  
Recovery Plan.

Background

This is where you can house all the findings 
from your initial research. Break it down by 
each category of technology, before including:

• The risks and vulnerabilities

•  The estimated cost to the business if it were 
to fail

•  The previous processes for securing and 
recovering this piece of tech

• Any previous instances of downtime

Considering how 
your Disaster 
Recovery Plan can 
cover everything 
from fortifying an 
office to backing up 
files in the cloud, 
chances are you’ll 
require the input 
and management of 
everyone from your 
office manager to 
your CTO.
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Access and Responsibilities

List the members of the organization who  
have developed the DRP, and outline  
who is responsible for its implementation  
going forward.

Considering how your DRP can cover 
everything from fortifying an office to backing 
up files in the cloud, chances are you’ll require 
the input and management of everyone from 
your office manager to your CTO. Outlining 
who is responsible for each aspect can help 
employees recognize who they should go to 
for help when implementing the DRP. Also, 
consider how these might change when out 
of company hours, or if that particular person 
can’t be reached.

It’s not just in-house contacts that need to be 
included here either. You’ll be relying on many 
external, third-party products to keep your 
service operational. If one of them fails, you’ll 
need a contact for that business too.

Action Steps

Action steps should come in the form of a 
detailed point-by-point guide that explains 
exactly how to implement the DRP at the 
correct level of disaster. For each disaster, 
break down the steps to allow for simple 
initiation. Include:

Plan Initiation

• Which member of senior management and 
members of the disaster recovery team to 
notify, and how you can contact them

• How to determine the degree of the disaster

• What the right level of the recovery plan to 
implement is, depending on the degree of 
the disaster

• How to monitor/measure progress

• How to notify relevant users/customers  
of disruption
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Disaster Log

Within the Disaster Log section, you can 
compare your RTO and RPO with the reality of 
the disaster. How long did it take to return to 
normality? What was the level of disruption? 
What was the cost to the business?

A detailed log will allow you to track, revise, 
and ultimately improve your DRP. Here, you can 
outline how the team responded to a disaster, 
allowing the relevant stakeholders to review the 
process and make any necessary changes.

Testing Your Plan

Testing is an important part of every small 
business Disaster Recovery Plan, but one that 
often gets neglected. Once the plan is in place, 
it can be easy to move onto other projects, 
presume it’s complete, or blame a lack of 
resources for not revisiting it.

However, the technology you’ll be using 
changes all the time, as do the threats that look 
to seize your vulnerable data. It’s imperative 

that you have a policy in place that looks  
to review the software and hardware you use, 
to both guard against disaster and return 
things to normal.

Tread carefully when testing your plan. In 
order to avoid using live data, set up a test area 
where you can sift through your systems and 
try to pick out holes and compromises.

It’s also worth holding periodical training and 
refresher events for those who will be directly 
involved in implementing the DRP. Instigate a 
“mock” disaster, allowing everyone to go over 
their roles and ensure they’re fully competent 
carrying it out.

Ultimately, when a disaster does occur, learning 
from it is vital. Use the DRP’s log to record any 
extended issues you encountered, and what 
could be improved in the future.

The greatest test of your plan comes when 
disaster hits. Be sure that each time you need 
to use it, you’re in the best possible position to 
recover your data efficiently.

Testing is an 
important part 
of every Disaster 
Recovery Plan, Once 
the plan is in place, 
it can be easy to 
move onto other 
projects, presume 
it’s complete, or 
blame a lack of 
resources for not 
revisiting it.
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What Tools Could we Invest in?

From our survey of 500 SMBs, we looked to 
find out how much they invest in protection 
against IT disaster and cyber-threats.

In-house Expertise
Hiring staff is always going to be a costlier 
solution than finding external software to do 
the job, but your chances of minimizing the 
cost of disaster will increase. That’s likely 
the explanation for an “in-house IT team” 
receiving the most investment of any IT disaster 
prevention method. In fact, a quarter of all 
SMBs spend over $50,000 each year on their 
in-house IT team, and just 6% say they don’t 
invest in this area at all.

How much money do you invest annually to 
reduce the impact of an IT disasters?

$30’000
Cloud backup

Virtual servers

Cloud network and file sharing

In-house IT team

Disaster proofing the office

Backup internet connection

Laptops for your employees

$13,500

$13,900

$13,400

$23,400

$10,400

$10,500

$14,100
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Cloud Backups
The cloud is also going to be one of your 
most powerful systems in the fight against IT 
disasters. Having a dedicated, secure external 
site to house your companies’ files allows the 
business to continue operations immediately.

That is likely why more than a third of SMBs 
spend over $10,000 a year on cloud backups 
(34%), cloud network and file sharing (34%), 
and virtual servers (35%).

With ShareFile, we provide an intuitive,  
cost-effective cloud storage solution that’s  
built from the ground up for small-to-medium 
sized businesses.

The cloud is also 
going to be one of 
your most powerful 
systems in the fight 
against IT disasters. 
Having a dedicated, 
secure external 
site to house 
your companies’ 
files allows the 
business to 
continue operations 
immediately.

Remote Work

Remote work allows your employees to remain 
productive in the case of an IT disaster. Files 
stored in the cloud can be accessed from 
anywhere. To ensure this is the case, 35% 
of SMBs spend more than $10,000 a year on 
laptops for their employees.
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Prevention initiatives are far less costly than 
curing a disaster, so implementing preventative 
measures is critical. We asked our 500 SMBs 
how much they spend annually on applications 
that will prevent cyber threats.

Anti-virus software and firewalls are very 
important as ever. Just 2% of SMBs say they 
don’t actively invest in these applications. You 
can find solutions that protect your business 
data from cyber-threats with ShareFile. Using 
our secure file sharing system will keep 
personal data away from the hands of those 
with nefarious motives, and this can extend to 
your emails with use of ShareFile’s secure email 
encryption tools.

Disaster recovery is everyone’s responsibility. 
Run regular cyber-security training and educate 
staff on how to correctly share and store files, 
password protect computers, and detect when 
they might be opening an invasive email.

Preventing IT Disasters

How much money do you invest annually to 
reduce the likelihood of cyber-threats?

$20’000
Anti-virus software

Encryption of PCs

Staff cyber-security  
awareness training

Firewall

Log file Monitoring

Email phising filters

$10,600

$9,500

$9,500

$11,600

$8,700

$8,700

Prevention 
initiatives are far 
less costly than 
curing a disaster, 
so implementing 
preventative 
measures is critical. 
We asked our 500 
SMBs how much 
they spend annually 
on applications that 
will prevent  
cyber-threats.
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