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“We discovered in our research that insider 

threats are not viewed as seriously as 

external threats, like a cyberattack. But 

when companies had an insider threat, 

in general, they were much more costly 

than external incidents. This was largely 

because the insider that is smart has the 

skills to hide the crime, for months, for 

years, sometimes forever.”

Dr. Larry Ponemon
Chairman, Ponemon Institute
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 31%

Year-over-year 
increase in the 
cost of an insider 
threat incident

Balancing productivity and security

Access is necessary for employees to stay 
productive. But staying balanced with security 
measures is just as important. Many security 
strategies employ a “castle-and-moat” 
approach. These policies put strict controls 
on outsiders to keep them outside. But those 
already “in the castle” can move about with 
little oversight or restriction. 

Malicious insiders can exploit this strategy. 
Their unrestricted access leaves them to take 

sensitive company data. Take a salesperson 
leaving for a competitor. They can download 
client information to give them an advantage at 
their new company. A payroll administrator can 
take employee information to sell on the black 
market. A disgruntled employee can steal data 
just to wreak havoc.

These employees all have legitimate access 
to your apps and data. So, it can be difficult to 
detect and prevent these attacks before they 
happen.
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This user risk timeline shows a potential 
insider threat. With excessive use of the 
clipboard, downloading of documents, 
and access to sensitive files, Citrix 
Analytics for Security has detected the 
actions normally taken by an insider 
stealing company data.

How Citrix Analytics for Security prevents 
insider threats 

Citrix Analytics for Security takes a 
proactive approach to stop insider threats. It 
uses machine learning to create a baseline 
of normal user behavior. This enables it to 
detect when user behavior is outside the 
norm. Indicators of an insider threat include:

• significant data downloads

• heavy use of the clipboard

• accessing apps at unusual times

When potentially risky behaviors are 
detected, they are added to the user 
risk timeline. This timeline presents all 
of the risky behaviors a user is taking. 
With insights into devices, apps, files, and 
networks, Citrix Analytics for Security 
provides a comprehensive view of the 
risk each user is introducing to your 
organization.
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Leverage the power of automation 
to secure your data
Recognizing potential malicious behavior is the 
first step towards protecting your data. Once 
an insider threat has been detected, Citrix 
Analytics for Security springs into action to 
ensure insiders don’t make off with sensitive 
information. 

Automated policies are implemented based on 
pre-defined triggers, giving around-the-clock 
protection against insider threats.

When an insider threat is detected, automated 
policies activate to prevent data loss. Here, we 
disable any user with an excessive amount of 
downloads.
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Balancing employee experience with 
data security is tough, no matter the size 
of your business. Making sure employees 
with privileged access don’t leave with 
company data is of high importance. 
Citrix Analytics for Security helps create 
that balance with no sacrifice. You can 
supply the same level of apps and data 
to your employees. But machine-learning 
algorithms detect and prevent against 
insider threats. This balance helps keeps 
employees productive and data safe.

What it means for you
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